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Abstract — The overall performance of the OpenFlow (OF)
switches greatly relies on the output buffer design. In this paper
an analytical approach for modelling the average packet loss rate
of two OF-switch buffering mechanisms is provided: standard
single shared buffer, and an advanced isolated two priority
buffer. The results proved that using buffers with non-
preemptive prioritization is the clear design choice for the user
plane of mobile core networks, as it provides significant
performance gains when compared to traditional buffering.
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[. INTRODUCTION

Software Defined Networking (SDN) and Network
Function Virtualization (NFV) are the key technologies used
by mobile operators to cope with traditional challenges, such
as high operational costs, vendor lock-in, slow time to market
etc. SDN separates the control and user plane and brings the
benefit of having open and easy programmability and
application development, whereas NFV allows network
operators to manage and expand their network capabilities on
demand using virtual, software-based applications where
physical boxes once stood in the network architecture [1].
Today, the most widely spread protocol for control-user plane
communication is OpenFlow (OF) [2].

In existing Long-Term Evolution (LTE) networks, SDN is
widely used in data centers and the mobile core network.
Initially, the concept of SDN was introduced in the Evolved
Packet Core (EPC), by separating the Packet Data Network
Gateway (PGW) and the Serving Gateway (SGW) into
specific logical parts that belong to the control and user plane.
It is important to note that SDN is embedded in the heart of
the new 5G (5" Generation) architecture since the very
beginning, bringing many benefits for the newly defined
5Guse cases. One of the greatest advantages of introducing
SDN in mobile core networks is the reduction of the overall
latency. In an SDN-based core network, in case of an MN
(Mobile Node) handover procedure, specific OF messages are
exchanged between the user and the control plane. The so
called “hard handover”, includes a breakage of the existing
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user session followed by a set of OF signaling messages that
include reconfiguration and management of network entities.

A buffer in the OF-switch is typically used to temporary
store the incoming packets before the switch can serve them.
The capacity of the output buffers and the buffer design in the
OF-switch, have a high impact on the average switch service
time. Regarding the buffer design, the most straightforward
implementation today is the use of a single buffer that is
shared by all ports. This is the cheapest and least complex
solution that is widely popular in real implementations.
However, there are proposals for other types of buffer designs,
that usually include the use of two isolated separate buffers,
one only for the data plane, and the other exclusively for the
control plane.

The work in this paper is an extension of our previous work
[3], where the aim was to quantify the total handover delay
experienced by MN, and compare this delay when using a
traditional single buffer switch with a two-buffer priority
switch design. In this work, the mathematical modelling of
our previous work is extended, with aim to quantify the packet
loss rate of the two already created systems that have different
buffer designs. The novelty of the work presented here lies in
the applicability of mathematical modelling to shape a
traditional buffering system, and a more advanced buffering
mechanism that wuses packet prioritization. The main
contributions of this paper, can be summarized in the
following points:

1) A mathematical model based on queuing theory is
proposed. This analytical approach models the
controller as M/M/1, and the switch as GI/M/1/K
queue. The QBD (Quasi-birth-death) processes are
used to define the stationary behavior of the network,
which later allows for performance metric calculation,

2) Extensive numerical analysis is performed to verify the
validity of the model. Key factors that impact the
packet loss rate are analyzed, such as arrival rate,and
controller-to-switch mean service rate ratio,

3) The results obtained can be easily used by network
designers when planning an SDN-based core network.

The rest of the paper is organized in the following way: In
section 2, the past literature of interest is reviewed, and in
section 3 the two compared systems and the analytical model
are defined. In section 4, the results are presented and
commented in detail on the findings. Finally, in section 5 a
summarization of the highlights of this research is done.

II. PREVIOUS WORK

The very first analytical modelling of SDN networks was
done by Jarchel et al. [4], where the authors proposed an
analytical model which was later verified via a hardware
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testbed. The model used a M/M queue for the forwarding
system at the switch, whereas a M/M-S queue is used to
model the feedback system of the controller. Only a single
switch and a single controller are modelled, which is the
major drawback of the proposed mathematical approach. Yen
et. al. [5], used a two-stage tandem network by using the
M/M/1 queue, however their proposed model does not clearly
separate the control and user plane traffic. The authors in [6]
perform experiments which proved that using M/M/1 queue
for the OF-switches is not recommended, instead they
considered the M/G/1 model and discussed that using this type
of queue mimics much better the real SDN implementations.
By applying similar thinking, in [7] the authors used
MMPP/1/1 (Markov modulated Poisson process) queue for
both the switches and the controller, whereas the creators of
[8] deployed the M/Geo/1 model. However, both did not take
into consideration a distinction of the control and user plane
packets.

Miao et. al. [9] deployed preemptive priority queuing at the
switches and modeled them by using infinite buffers. Best to
our knowledge, this was the first paper that deals with
different buffer designs, by analyzing single shared buffering
and comparing the results with a more advanced priority
buffering mechanism. The results clearly showed that the
average service time of the switches and the overall network
performance is significantly improved when deploying
priority buffering, yet again at the cost of increased
complexity.The proposed analytical modeling in [10] and
[11], modeled the low and high priority queues as finite by
using the GI/M/1/K queue and by taking advantage of the
QBD processes. Themodel implemented non-preemptive
prioritization, which means that the packets in the queue with
lower priority are served only in the case when there are no
packets to be served in the high priority queue. In general, if
the OF-switch uses finite buffering [12], the Markovian
properties of the buffer queues are not preserved. The latter is
the main condition for obtaining product-form analysis. A
network with finite buffering can have its stationary behavior
described only by using global-balance equations.

In our proposal, the switches are modeled by using finite
buffering by taking advantage of the GI/M/1/K queue,
whereas the controller is modelled as M/M/1 queue, with
infinite buffer capacity. The design implements two isolated
priority queues, one for the user plane, the other for the
control plane. The QBD processes approach to obtain the
stationary state distribution of the network is used, which
allowed us to calculate the average packet loss rate.

III. ANALYTICAL MODEL

In our previous work [3], a mathematical approach was
proposed to model the OF-based signalling messages
exchanged within the procedure of “hard” handover. Two
systems that use different OF-switch buffer designs were
compared, single shared buffer, and two isolated buffers that
incorporate prioritization. The aim was to quantify the
handover delay experienced by the MN when moving from
one switch to another within the SDN-based mobile core
network. In this work, quantifying the average packet loss of
the two systems is of interest.

Fig. 1 shows the two system designs, Fig. la depicts the
model called Shared Finite Buffering (Model SFB), Fig. 1b
gives the model called Priority Finite Buffering (PFB). Model
SFB deploys a switch with a single shared buffer without
priority, where the traffic entering the switch is the sum of the
traffic returned by the controller, and the external traffic of the
incoming packets from the outside. This type of queue is
described as GI/M/1/K queue (finite buffer), as the arrival rate
follows a general distribution due to the mix of traffic that has
independent arrival rates. Model SFB has two Classes: Fast
Path (FP), used by the switch for processing all packets, and
Controller Path (CP) for all the packets processed by the
controller. The Class CP in this case is modelled as M/M/1
queue (infinite queue) and has a mean service rate of u., and
the Class FP is modelled with a mean service rate of x,. Model
PFB incorporates priority queuing, and each switch has two
classes: Class Slow Path (SP), that is used to receive the
packets from the controller and to forward the Port-Status
messages, and Class Fast Path (FP), where a packet is only
processed in case there are no packets in the Class SP. u;is the
mean service rate of the switch that is shared by both classes.
Non-preemptive priority queuing is used, meaning that Class
FP is served only when Class SP has no packets. N is the
number of MNs connected to a single switch, while K is the
finite size of the buffer at the switch for Model SFB. For
Model PFB the total queue capacity of the switch is K, Class
SP has queue capacity of K, whereas Class FP has K,, such
that K=K;+K,. Furthermore, f was used to indicate the
probability of Packet-In messages sent to the controller when
no match is found in the flow table of the switch, and « to
indicate the probability of Port-Status messages, which are
sent from the switch indicating the start of the handover
procedure.

The basic idea is to design a system that will allow to
mimic a handover behavior. The relevant sequence of OF-
messages exchanged due to handover signaling, is marked
with red on Fig. 1 for Model SFB and for Model PFB. The
sequence of events for Model SFB is designed as follows:
(1) a Port-Status (off-port) message is received at switch 1, it
is processed in the common Class FP at switch 1, and sent to
the controller (a7, where T}, is the throughput of Class FP);
(2) the Port-Status message is then processed by the common
Class CP, forwarded to switch 1, and an extra packet is
generated to inform switch 2 about the off-port for the MN at
switch 1 (a7,,”, where T, «p 18 the throughput of Class CP); (3)
a totally synchronized system is assumed, meaning that
immediately upon receiving the off-port message switch 2
knows that an on-port message is received at Class FP at
switch 2, and this message is similarly forwarded from switch
2 to the controller (a7 fp@)); (4) this packet is then processed by
the controller and sent to inform both switch 1 and switch 2
about the change in the network (a7, Cp(‘”); (5) after the packet
of interest is processed at switch 2 (and switch 1), it is
dropped (anp(S)). The only difference in the sequence of
messages of model PFB compared with model SFB, is that
when the packet is returned from the controller, it now enters
a specialized buffer of Class SP, and is immediately processed
and sent either back to the controller, or on the external output
path.
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Fig. 1. Systems used for handover modelling at the switch:
(a) Model SFB, (b) Model PFB

The SFB system is architected as a continuous time Markov
chain {n,(t), ngi(1), npa(f), where t> 0}, where n,(1), ny(2),
and ny,,(¢), represent the number of packets in the controller,
switch 1, and switch 2, respectively. X, y, and z present a set
of values for n,(¢), ng(¢), and ng(t), where x € Z,, y A
and z € Z,*®. The allowed transitions of the Markov process
are given in Table I. The PFB system is similarly architected
as a continuous time Markov chain {ng (1), n.,/(f), 1),
1), nyo(f) where t> 0}, where ng,(t), ng,i(f), npi(f), nypA),
and ny,,(f) represent the number of packets in the controller,
switch 1 (Class SP), switch 1 (Class FP), switch 2 (Class SP),
and switch 2 (Class FP), respectively. V, w, x, y, z present a set
of values for ncp(t) Ngpi(1), Iéﬁl(t) ngpg(t) and nﬁ,g(t) where
veL, weZ'" , x €70 EVASSREN-YAS The
allowed transitions of the Markov process are given in Table
1L

TABLE II
PERMISSIBLE TRANSITIONS FOR MODEL PFB

from to rate

Packet arrives at

switch 1, Class FP (V, W, X, ¥,2) v, w,x+1,y,2)

Packet arrives at

switch 2, Class FP (V, W, X,V,2) vV, W, X, y, z+1)

Packet forwarded
from switch 1 to
controller, Class
Fp® (v,0,x>0,y, 2)

(v+1,0,x-1,y,2) (a+B)us

Packet serviced
from controller to
switch 1, Class SP

>0, w,%,y,7) | (v-1, wtl, X, y,7) He

Packet serviced
from controller to

switch 2, Class SP® v>0,w,x,y,2) | (v-1,w,x,y+1,2) ol

Packet forwarded
from switch 2 to
controller, Class
SP(3)

v, W, x,y>0.2) | (vl,w,X,y-1,2) Hs

Packet forwarded
from switch 2 to

controller, Class FP v,w,X,0,2>0) | (v+1,w,x,0,z-1)

Bus

Packet serviced
from controller to

switch 1, Class SPY | (v>0, w,x,y,2) | (v-1, w+1,X,y,2) o,

Packet serviced
from controller to

switch 2, Class SPY | (v>0,w, Xy, z v-1,w, X, y+1, z (I +a)u,
Y y u

Packet dropped at

switch 1, Class SP® | (v, w>0,x,y, z) (v, w-1,X,V, 2) ayly
y y I

Packet dropped at

switch 2, Class SP® | (v, w, x, y>0, 2) (v, W, X, y-1, ) ol

Packet departs from

switch 1, Class FP (v,0,x>0,y, z) (v,0,x-1,y,2) (I-f-a)us

Packet departs from

switch 2, Class FP (v, w, X, 0, z>0) (v, w, X, 0, z-1) (I-P)us

Packet departs from

switch 1, Class SP (v, w>0, X, Y, 2) (v, w-1,X,y,2) s

Packet departs from

switch 2, Class SP (v, w, X, y>0, 7) (v, w,X,y-1,2) s

TABLEI
PERMISSIBLE TRANSITIONS FOR MODEL SFB

from to rate
Packet arrives at switch 1 (X,Y,2) (x,y*1,7) NA
Packet arrives at switch 2 (X,9,2) (x,y, z+1) NA
Packet forwarded from
switch 1 to controller'” (x, >0, z) (x+1,y-1,2) (a+p)us
Packet serviced from
controller to switch 1 (x>0,y,2) (x-1,y+1,2) e
Packet serviced from
controller to switch 2? (x>0, v, z) (x-1,y,z+1) o,
Packet forwarded from
switch 2 to controller® (X, y,2>0) (x+1,y, z-1) (a+P)us
Packet serviced from
controller to switch 1¢) (x>0,y, 2) (x-1,y+1,2) o,
Packet serviced from
controller to switch 2 (x,v.220) | (x-1,y,z+1) e
Packet dropped at switch
1(5> (X, y>03 Z) (X, }"1, Z) Ops
Packet dropped at switch
2(5) (X> Y, Z>0) (X> Y, Z'l) Ofs
Packet departs from switch
1 (X’ y>0’ Z) (X’ Y'la Z) (J—IB—(X)‘LLQ
Packet departs from switch
2 x,y,z>0) .y, z-1) (-p-0us

In a small network operator (with ~ 20 Gbps total network
throughput), the number of handover requests is around
40 pkt/sec on network level (data taken from a real mobile
operator’s statistics) for around 200k simultaneously active
users (with ongoing sessions). If a small throughput for a
single MN of ~ 1Mbps (for MTU (Maximum Transmission
Unit) of 1500 Bytes, this is 83 pkt/sec) is considered, for the
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smallest value of # = 0.01 and one MN, this results in
0.83 pkt/sec. So, for a single MN, when comparing the worst
case of 0.83 pkt/sec for the Packet-In messages, and an
average of 0.0002 pkt/sec (40 pk/sec divided by 200k users)
for the Port-Status messages, it is obvious that o << g and
a << 1. Therefore, (a+B)us~ Pus, (I-B-o)us~ (I-B)us, and
(I+a)u. ~ u. is considered. These approximations are used
when calculating the sub-matrices of the QBD process, and
for the permissible states in Table I and Table II to define the
sub-matrices of the transition rate generator matrix (. The
matrices are then input to Matrix-Analytic Methods (MAM)
to compute the stationary distribution probabilities. The
details of generating the submatrices are explained in [10] and
will not be repeated here.

The main performance metric of interest is the packet loss
rate. A new parameter called relative packet loss gain (Pl,.;)
between the Model SFB and Model PFB is defined. If P/, has
a positive value, it means that Model PFB has lower packet
loss rate compared to Model SFB. The relative packet loss
gain is calculated as:

b b
Pl — (Plf({t —Plffz )
rel sfb

tot

where the total packet loss rate for Model SFB (Pl,,.") is the
sum of the packet loss rates of the Class FP in both switches,
whereas the total packet loss rate for Model PFB (Pl,,,,”ﬂ’) is
the sum of the packet loss rates of the Class SP and Class FP
in both switches, both are given with the following equations:

x 100%, (D

PLI) =PI + PLTS, )
b b b b b
PSP = PIIY + PIYS + PIPYY + PIS. 3)

The average packet loss rate indicates the average number
of packets that are blocked by any of the respective classes out
of the total incoming packets. For Model SFB, for the Class
FP/Switch 1 (Pl;,;"), and Class FP/Switch 2 (Pl;,;*"), and for
the Model PFB, for the Class FP/Switch 1 (Plfp,”ﬂ’), Class
SP/Switch 1 (Pl,/”"), Class FP/Switch 2 (Pl;/""), Class
SP/Switch 2 (Pl_vpjpfb), the loss rates can be expressed as
follows:

sfb
prsfh = T 4)
fr1 — 1\%’
S
sfb _ 7}102 (5)
Pl =1=37
pfb
pfb _ 7}p1 (6)
Pl = 1=
pfb
pit =1 - 02 ™)
P N1’
pfb
Pt =l ®)
spl — Tpfb,
cp
pfb
PPPIb =1 - 22 ©)
sp2 Tpfb'
cp

The throughput of each Class is the sum of probabilities
that the Class has at least one packet to forward with the mean

service rate of p for the switch, and p. for the controller.
Ty i 7}1,2”7’, T, Cpsﬂ’ is the throughput of Model SFB for Class
FP/Switch 1, Class FP/Switch 2, and Class CP, respectively.
Similarly, T fp/’fb, Tsp,pﬂ’, T, fpzpfb, Tspzpbecp”fb, is the throughput
of Model PFB for Class FP/Switch 1, Class SP/Switch 1,
Class FP/Switch 2, Class SP/Switch 2, and Class CP,
respectively.The equations for the Class throughput were
mathematically derived in detail in [3] and will not be
repeated here.

IV. RESULTS

Next, the packet loss rate in both proposed systems, Model
SFB and Model PFB, is compared. The parameters are
described in Table III. The probability of Packet-In messages
is in the range of 0.1 to 1, the controller-to-switch service rate,
r = ulus, varies from 0.1 to 2, ug is set at 10000 pkt/s. The
arrival rate of the packets per MN is 400 pkt/s and 600 pkt/s,
and the maximum transmission unit (MTU) is 1500 Bytes.
The numerical analysis is performed in MATLAB.

TABLE III
PARAMETER SETTING

Parameter Value
Probability of Packet-In messages, 0.1-1
Mean service time of the switch, y; (pkt/sec) 10000
Controller to switch mean service rate, r 0.1-2
Arrival rate, A (pkt/sec) 400, 600
Maximum Transmission Unit, MTU (Bytes) 1500
Number of mobile nodes per switch, N 1-40

In Fig. 2 the relative PL gain is analyzed, as defined in Eq.
(1). p varies on the x-axis, whereas r is fixed to 1. The
difference between Fig. 2a, Fig. 2b and Fig. 2c, is that the
number of MN changes with N=10, N=20, and N=40,
respectively. When analyzing Fig. 2a, it can be concluded that
for lower values of g, for the case of A =600, Model PFB
exhibits almost 100% reduction in the average packet loss
rate, when compared to Model SFB. For values of § higher

than 0.6, this PL reduction decreases. In Fig. 2a, for A = 400,
negative values for the packet loss gain can be observed,
which basically means that for all f, Model SFB exhibits
better results. Interestingly, as £ increases for the lower curve
in Fig. 2a, the improvement when compared to Model PFB
decreases, but only up to £ = 0.65, afterwards the PL of Model
SFB again improves when comparing to Model PFB. The
graph in Fig. 2b however, for N =20, shows a different result.
Again, for A =600, the reduction in PL of Model PFB is
almost 100% for lower f, but the same applies also for
A =400. The difference is that for A =400, after f#= 0.5, there
is a decrease in the relative PL gain, whereas for A = 600, this
decrease starts at f = 0.6. So, for Fig. 2b, Model PFB exhibits
better results. Finally, Fig. 2c is analyzed, where N = 40. For
all B values, and both arrival rates, Model PFB shows better
performance. The relative PL gain of almost 100% decreases
at higher values of f, at f=0.7 the gain tends to deteriorate.
To conclude, Model PFB has lower average packet loss rate
compared to Model SFB in almost all scenarios of interest. As
the number of MNs increases, this improvement is highly
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dominant even for higher f values, and generqlly as the arrival N=20, B=0.1
rate becomes higher, Model PFB has superior performance 10000
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() N=40.(r=1)

This means that Model PFB shows superior results for all
values and for both arrival rates of interest. In Fig. 3b, £=0.5,

44



July, 2021

Microwave Review

similar curve shapes are noticed, but now the PL gain is
slightly decreased to 99.7%, and 98% for A =600, and
A =400, respectively. Additionally, for 4 =400, for very small
values of B of around 0.1, a non-linear dependency is
observed, which promptly increases from 97.4% for » = 0.1, to
98% for r=10.2. This means that if r is very small, and for
lower arrival rates, Model PFB has slightly lower PL gain.
Similar, but much more visible behavior can be seen on Fig
3¢, where f=0.9. For values of »=0.18 and A =400, the
relative PL gain is 12.5%, whereas for » = 0.4 is around 44%.
For A =600, such non-linear dependency is not seen, but it
must be stressed that the PL gain in Fig. 3¢, for both arrival
rates, is significantly lower in comparison with Fig. 3a and
Fig. 3b. The PL gain is now in the region of 44% to 56%,
whereas previously it was above 97%. To conclude, Model
PFB shows superior performance for all scenarios of interest,
especially if B is not that high, and if the value of r is higher.
The later only applies for the case of A =400 in Fig. 3b and
Fig. 3c, where a non-linear curve for the very small values of
r was seen. This generally means that increasing » does not
have impactful performance boost, except for smaller arrival
rates and the smallest » values, which is not typical for mobile
networks.

V. CONCLUSION

In this paper the aim was to compare the average packet
loss rate of two systems that deploy different OF-switch
buffer designs, Model SFB that used a traditional shared
buffering, and Model PFB that incorporated non-preemptive
prioritization where the control packets are always prioritized.
The proposed mathematical model heavily relied on queuing
theory and the use of QBD processes. The numerical analysis
was validated in MATLAB. The results revealed that when »
and N are kept as constants, and § varied from 0.1 to 1, the
packet loss rate increased as both B and the arrival rate
increased. Furthermore, the Model PFB was superior as the
sharp increase in the packet losses started at higher p values
when compared to Model SFB. It was also proved that
varying the parameter » did not have an impactful
performance influence for mobile networks where 3 is low,
the number of MNss is high, and the arrival rates are high. For
future work, we plan to run simulations to verify and compare
the numerical analysis.

[11]
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